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at regular drills (pay categories D and
E), or awaiting, in a nonpay status, their
initial active duty for training (pay
category L). -

(2) Enrolled in officer training program
(pay category J) members of the
Individual Ready Reserve pool (pay
category H), and reservists on extended
active duty. (See 10 U.S.C. 268(b) 32 CFR
Part 102.)

(3) Members of the Inactive Army
National Guard.

(c) Individual Ready Reserve (IRR).
Members of the Ready Reserve not
assigned to the Selected Reserve and
not on active duty,

(d) Unsatisfactory Participation. A
member of the Ready Reserve who fails
to fulfill his/her obligation or agreement
as a member of a unit of the Ready
Reserve described in 10 U.S.C. 268(b),
270, 510, 511, 593, 597, 651, 652, 672, 673,
673a, 673b, 685, and 1163. Or a member
who fails to meet the standards as
prescribed by the Military Departments
concerned for attendance at training
drills, attendance at active duty for
training, training advancement, or
performance of duty.

{e) Reasonable Commuting Distance,
The maximum distance a member of a
Reserve component may travel
involuntarily between residence and
drill training site, in accordance with
§ 100.5(b)(1). This distance may be
within:

(1) A 100-mile radius of the drill site
that does not exceed a distance that can
be traveled by automobile under
average conditions of traffic, weather,
and roads within 3 hours. This applies
only to those units that normally
conduct four drills on 2 consecutive
days during the training year, if
Government meals and quarters are
provided at the base where the unit
drills. (The provisions of this paragraph
shall apply only to those individuals
enlisting, reenlisting, or extending their
enlistments after November 1, 1972.)

(2) A 50-mile radius of the drill site
that does not exceed a distance that can
be traveled by automobile under
average conditions of traffic, weather,
and roads within a period of 1% hours.

(f) Standard-Year. Personnel
authorizations that describe the amount
of work expected of one individual
during a calendar or fiscal year.

(8) Tentative Characterization of
Service, An interim description.of the
quality of performance during a period
which is less than the time required to
earn an administrative discharge. The
quality of performance shall be
described as honorable, under
honorable conditions, or under other
than honorable conditions. If the quality
is described as under honorable

conditions or under other than
honorable conditions, only a General
Discharge may be awarded upon
completion of the necessary period of
service.

Enclosure
Suggested Format

Affidavit of Service by Mail

State of
County of ——— ——
—————— (Name of individuals who
mailed orders), being duly sworn, deposes
and says:

I am the (Job Title, e.g.,
Personnel Officer) of {Unit) on
the day of 19—, I mailed

the original orders, a true copy of which is
attached hereto, by Certified Mail (Return
Receipt Requested) to ————— (Name
and address of member of orders) that being
the last known address given to ——
(Unit) as the one at which official mail would
be received by or forwarded to the Reserve
component member by depositing same in an
official depository of the U.S. Postal Service
at ————— (Location of Postal Facility)
in a securely wrapped and sealed U.S,
Government official postal envelope with a
Return Receipt Card (PS Form 3811) attached
and the envelope addressed to the member at
the address provided. A Receipt for Certified
Mail (PS Form 3800) attesting to such action
is attached.

——————— (Signature and Rank of Affiant)
Sworn and subscribed before me this

day of 19—,
————— (Signature and Rank of Officer
Administering Oath)

H. E. Lofdahl, =
Director, Correspondence & Directives,
Washington Headquarters Services,
Department of Defense.

[FR Doc. 79-27404 Filed 8-31-79; 8:45 am]

BILLING CODE 3810-70-M

32 CFR Part 205
[DoD Directive 5040.1] *

Defense Audiovisual Agency

AGENCY: Office of the Secretary of
Defense.
ACTION: Final rule.

SUMMARY: This rule establishes the
Defense Audiovisual Agency (DAVA)
and the Defense Audiovisual Steering
Committee (DAVSC). The DAVA, which
is established as a separate agency of
the Department of Defense under the
authority and direction of the Assistant
Secretary of Defense (Public Affairs)
(ASD(PA)), shall provide centrally
managed production, acquisition,
distribution, and depository support and

! Copies may be obtained. if needed, from the U.S.
Naval Publications and Forms Center, 5801 Tabor
Avenue, Philadelphia, PA. 19120, Attention: Code
301,

services for selected audiovisual
products to DoD Compenents. The
DAVSC, an audiovisual policy
committee that reports to the ASD(PA),
is tasked with providing advice and
assistance to the ASD(PA) on DoD
audiovisual activities.

EFFECTIVE DATE: June 12, 1979.

FOR FURTHER INFORMATION CONTACT:
Mr. Howard G. Becker, Office of the
Deputy Assistant Secretary of Defense
(Administration), Washington, D.C,
20301, Telephone 202-695-4281.

Accordingly, 32 CFR Chapter 1 is
amended by adding a new Part 205,
reading as follows:

PART 205—DEFENSE AUDIOVISUAL
AGENCY

Sec.

205.1
205.2
205.3
205.4
205.5
205.6
205.7

Purpose.

Applicability and scope.
Mission.

Organization and management.
Responsibilities and functions.
Relationships.

Authority.

205.8 Administration.

205.9 Definitions.

205.10 Delegations of authority.

Authority: Title 10, U.S.C.

§ 205.1 Purpose.

Pursuant to the authority vested in the
Secretary of Defense under the
provisions of title 10, United States
Code, this Part establishes (a) the
Defense Audiovisual Agency (DAVA);
and (b) the Defense Audiovisual
Steering Committee (DAVSC) with
responsibilities, functions, authorities,
and relationships as outlined below.

§205.2 Applicability and scope.

The provisions of this Part apply to
the Office of the Secretary of Defense
and its field activities, the Military
Departments, the Organization of the
Joint Chiefs of Staff, the Defense
Agencies, and the Unified and Specified
Commands (hereinafter referred to as
“DoD Components”),

§ 205.3 Mission. -

(a) The DAVA shall provide centrally-
managed production, acquisition,
distribution, and depository support and
services for selected audiovisual
products to all DoD Components,

(b) The DAVSC shall provide advice
and assistance to the Assistant
Secretary of Defense (Public Affairs)
(ASD(PA)) on matters relating to DoD
audiovisual activities.

§205.4 Organization and Management.
(a) The DAVA is established as a
separate agency of the Department of
Defense under the authority, direction,

and control of the ASD(PA). It shall




51572

Federal Register / Vol. 44, No. 172 [ Tuesday, September 4, 1979 | Rules and Regulations

consist of a Director and subordinate
organizational elements that are
established by the Director within
resources assigned by the Secretary of
Defense.

(b) The DAVSC is established as an
audiovisual policy committee reporting
to the ASD(PA). It shall consist of the
following:

(1) A Chair, who shall be designated
by the ASD(PA).

(2) One representative from each of
the Military Departments and the
DAVA.,

(3) An Executive Secretary, who shall
be designated by the ASD(PA).

§205.5 Responsibilities and Functions.

(a) The Director, DAVA, shall: (1)
Organize, direct, and manage the DAVA
and all resources assigned to the DAVA.

(2) Perform production, acquisition,
and reproduction of all motion picture
films, video and audio tapes and discs,
still photographs, multimedia and other
audiovisual media .

(i) That meet any one of the following:
(A) Are intended for use by more than
one DoD Component;

(B) Are intended for public exhibition;

(C) Are commercial or contract
productions (except when audiovisual
products are only part of a larger
information or technical package).

(D) Are adoptions from other Federal
agencies.

(E) Involve production or acquisition
costs in excess of $50,000.

(F) Are required by DoD Components
which have not been authorized their
own audiovisual production or
acquisition capabilities.

(i) But that exclude: (A) Audiovisual
documentation integral to the
performance of reconnaissance,
surveillance, intelligence, criminal and
legal investigative, medical diagnostic,
or RDT&E functions; or to the operation
of a weapon system or command and
control center.

(B) Reprographic, cartographic,
microfilm, or microfiche products.

(C) Acquisition and distribution of
commercial entertainment programs
distributed by the American Forces
Radio and Television Service.

(3) Manage and operate a system for
the distribution of DAVA audiovisual
products and such other audiovisual
products as the ASD(PA) may, for
reasons of economy and efficiency,
assign to this system.

(4) Manage and operate depositories
for the archival storage of Department of
Defense audiovisual products.

(5) Test and evaluate off-the-shelf
commercial audiovisual equipment and
report findings and make certifications
to Defense Audiovisual Standardization

Panel of the Defense Materiel
Specifications and Standards Board.

(6) Develop and maintain an
audiovisual data base as required by the
ASD(PA) and in accordance with DoD
Directive 5000.19% "“Policies for the
Management and Control of Information
Requirements,” March 12, 1978, and DoD
Directive 5000.11%, *Data Elements and
Data Codes Standardization
Procedures,” April 27, 1965, for the
management of the DoD Audiovisual
Program, to include the preparation of
departmental reports required by Office
of Management and Budget Circular A-
114, “Management of Federal
Audiovisual Activities," April 13, 1978.

(7) Perform such other related
functions as are assigned by the
ASD(PA).

(b) The DAVSC shall meet
periodically to: (1) Consider questions of
policy with respect to DoD Audiovisual
activities.

(2) Facilitate exchange of information
among the ASD(PA), the audiovisual
representatives of the Military
Departments, and the Director, DAVA.

(3) Provide advice and recommend
policy to the ASD(PA).

{c) The ASD(PA) shall: (1)
Recommend to the Secretary of Defense
policies for the administration of DoD
Audiovisual activities.

(2) Monitor, evaluate, and provide
guidance regarding the implementation
of DoD Audiovisual policies,
procedures, and technical standards by
DoD Components,

(3) provide policy and operational
direction to the Director, DAVA.

§2056 Relationships.

(a) For the performance of assigned
functions, the Director DAVA, shall: (1)
Coordinate actions, as appropriate, with
other DoD Components having collateral
or related functions in the field of
assigned responsibility.

(2) Maintain appropriate liaison with
other DoD Components, as well as other
governmental and non-governmental
agencies, for the exchange of
information and advice on programs in
the field of assigned responsibility.

(3) Make use of established facilities
and services in the Department of
Defense and other Government agencies
wherever practical to avoid duplication
and achieve maximum efficiency and
economy.

(b) heads of DoD Components will
coordinate with the Director, DAVA, on
all matters related to the mission,
responsibilities and functions of DAVA.

§205.7 Authority.
The Director, DAVA, is specifically
authorized to: (a) Obtain such

information, advice, and assistance from
other DoD Components, consistent with
the policies and criteria of DoD
Directive 5000.19', as necessary to carry
out effectively DAVA programs and
activities.

(b) Communicate directly with
appropriate personnel in the Military
Departments and other DoD
Components on matters related to
DAVA programs and activities.

" (c) Exercise the administrative
authorities contained in § 205.10 of this
Part.

§205.8 Administration.

(a) The Director, DAVA, shall be
appointed by the Secretary of Defense.

(b) DAVA shall be authorized
personnel, facilities, funds, and other
administrative support that the
Secretary of Defense considers
necessary.

(c) The Secretaries of the Military
Departments or designees shall assign
military personnel to DAVA in
accordance with approved
authorizations and established
procedures for assignment to joint duty.

(d) Other DoD Components shall
provide administrative support required
for DAVA through interservice support
agreements.

§ 205.9 Definitions.

(a) Acquisition. The process through
which audiovisual products are
obtained from commercial sources.

(b) Audiovisual (AV). The use of
sound or visual imagery for the purpose
of communicating information.

(c) AV Activities. Organizations or
functions relating to the management of
AV resources or the provision of AV
services and products. (Includes
equipment, facilities, products,
personnel, supplies, accessories,
maintenance, and support.)

(d) AV Depository. An archive
established to preserve AV materials
and records.

(e) AV Documentation. Audiovisual
recording of events as they occur, i.e.,
not generally controlled by the recording
crew. The two general types are
operational documentation (sometimes
referred to as "combat documentation),
which includes photojournalism, and
technical documentation, which
includes medical documentation, optical
instrumentation, and gun- and strike-
camera imagery.

(f) AV Equipment includes (1) items of
a durable nature used for recording,
producing, reproducing, processing, and
exhibiting AV products that are capable
of continuing or repetitive use; and (2)
items that perform an AV function as an
integral part of a non-AV systems or
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devices and that, when permanently
removed, can be identified as end-items
of equipment.

(g) AV Facilities. Physical plants in
which AV activities are housed.

(h) AV Products. Material containing
sound orvisual imagery that conveys
information. (Includes slides and other
forms of still projection, still
photographs, graphics, film strips,
motion pictures, videotapes and
videodiscs, and audio recordings on
tape or disc.) AV production is also a
form of AV product, but is usually
addressed separately.

(i) AV Production. The process and
the result of combining or arranging
separafe or combined audio or visual
products in continuity according to a
plan or seript,

(j) AV Services. Those functions that:
result in obtaining or preparing an AV
product; support existing AV products
(e.g., distribution and depository
operations); or use existing AV
products, equipment, or activities to
support other functions (e.g., projection
services, other presentation systems, or
operation of conference facilities).

§205.10 Delegations of authority.

{a) Pursuant to the authority vested in
the Secretary of Defense, and subject to
his direction, authority and control, and
in accordance with DoD policies,
directives and instructions, the Director,
DAVA, or, in the absence of the
Director, the person acting for him, is
hereby delegated authority, as required
in the administration and operation of
DAVA, to:

(1) Perform the following functions in
accordance with the provisions of 5
U.S.C. 7532 (1976); Executive Order
10450, as amended, 3 C.F.R. 936 (1949-
1953 Compilation), reprinted at 5 U.S.C.
7311 (1976); and 32 CFR 156.

(i) Designate any position in DAVA as
a "sensitive” position;

(ii) Authorize, in case of an
emergency, the appointment of a person
to a sensitive position in DAVA for a
limited period of time for whom a full
field investigation or other appropriate
investigation, including the National
Security Check, has not been completed;
and

(iii) Authorize the suspension, but not
including termination of the services of
an employee in the interest of national
security in positions within DAVA.

(2] Authorize and approve overtime
work for DAVA civilian employees in
accordance with the provisions of the
Federal Personnel Manual Supplement
990-1, section 550.111 (5 CFR 550.111
(1978)). ’

(3) Develop, establish and maintain an
active and continuing Records

Management Program, pursuant to 44
U.S.C.A. 3102 (1969 & Supp. 1978).

(4) Authorize the publication of
advertisements, notices, or proposals in
public periodicals, as required for the
effective administration of DAVA
pursuant to 44 U.S.C. 3702 (1970).

(5) Establish and maintain, for the
functions assigned, an appropriate
publications system for the
promulgation of regulations, instructions
and reference documents, and changes
thereto, pursuant to the policies and
procedures prescribed in DoD Directive
5025.11, "Department of Defense
Directives System,” November 18, 1977.

(6) In coordination with the DASD
(Administration), enter into support and
services agreements with the Military
Departments, other DoD Components or
other Government agencies, as required
for the effective and efficient
performance of responsibilities and
functions assigned to DAVA.

(7) Enter into and administer contracts
directly or through a Military
Department, a DoD contract
administration services component, or
other Government department or
agency, as appropriate, for supplies,
equipment and services required to
accomplish the mission of DAVA. To the
extent that any law or executive order
specifically limits the exercise of such
authority to persons at the Secretarial
level of a Military Department, such
authority will be exercised by the
appropriate Under Secretary or
Assistant Secretary of Defense,

(b) The Director, DAVA, may
redelegate these authorities, as
appropriate and in writing, except as
otherwise specifically indicated above
or as otherwise provided by law or
regulation.

(c) This delegation of authorities is
effective immediately.

August 29, 1979

H. E. Lofdahl,

Director, Correspondence and Directives,
Washington Headquarters Services,
Department of Defense.

[FR Doc. 78-27403 Filed 8-31-7%; 8:45 min]

BILLING CODE 3810-70-M

OFFICE FOR MICRONESIAN STATUS
NEGOTIATIONS

32 CFR Part 2400

Security Information Regulations;
Implementation of Executive Order
12065 =

AGENCY: Office for Micronesian Status
Negotiations.
ACTION: Final rule.

SUMMARY: These regulations establish
security information regulations for the
Office for Micronesian Status
Negotiations in conformity with E.O,
12065, 43 FR 28949, July 3, 1978, entitled
National Security Information and the
Information Security Oversight Office
Directive No. 1, 43 FR 46280, October 5,
1978, relating to classification,
downgrading, declassification and
safeguarding of national security
information, The Order increases
openness in Government by limiting the
classification of documents and by
accelerating the declassification of other
documents, while providing improved
protection against unauthorized
disclosure of information which requires
protection in the interest of national
security.

EFFECTIVE DATE: October 1, 1979.

FOR FURTHER INFORMATION CONTACT:
LTC Albert V, Short, Security Officer,
Office for Micronesian Status
Negotiations, Suite 3356, Interior
Department Building, Washington, D.C.
20240, telephone 202-343-9143. CDR A.
John Armstrong, Legal Counsel, Office
for Micronesian Status Negotiations,
Suite 3356, Interigr Department Building,
Washington, D.C. 20240, telephone 202-
343-9143. Mr. Keith Guthrie, Status
Liaison Officer, Trust Territory
Headquarters, Saipan, Mariana Islands
86950, telephone 9727,

SUPPLEMENTARY INFORMATION: The
Office for Micronesian Status
Negotiations considers all regulations,
or amendments to existing regulations,
published in the Federal Register and
codified in the Code of Federal
Regulations to be significant regulations,
unless specifically determined and
expressly justified to be otherwise. In
this regard, it has been determined that
this final rule is not subject to the notice
and public procedure requirements of
Executive Order 12044, March 24, 1978,
“Improving Government Regulations,”
and the Department’s regulations
implementing that Order, 43 FR 52120,
November 8, 1978, because the
regulations are “required to implement a
statute, an international agreement, a
court decision, or a regulatory action of
another agency, bureau, or office, and
no substantial element of discretion is
afforded the rulemaker,” and because
the regulations are “essentially
procedural." Additionally, as these
regulations are “rules of agency
organization, procedure or practice,”
notice and public procedure respecting
these regulations are not deemed
necessary or appropriate under 5 U.S.C.
553(b)(A). Regulations dealing with
internal procedures will be promulgated
separately. Copies of these regulations
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are available upon written request to
OMSN. Attn: Director, Suite 3356,
Interior Department Building,
Washington, D.C. 20240.

Dated: August 23, 1979
Peter R. Rosenblatt,
Ambassador, President's Personal
Representative for Micronesian Status
Negotiations.

Part 2400 is added to Title 32, CFR and
is to read as set forth below.

PART 2400—SECURITY INFORMATION
REGULATIONS

Subpart A—introduction

Sec.

2400.1 References,
2400.2 Purpose.
2400.3 Applicability.

Subpart B—Original Classification

2400.11 Basic Policy.

240012 Criteria for and level of original
classification.

2430013 Duration of original classification.

2400.14 Challenges to classification.

Subpart C—Derivative Classification

2400.21 Definition and application.
2400.22 Classification guides.

Subpart D—Declassification and

Downgrading

2400.31 Declassification authority.

2400.32 Declassification general.

2400.33 Mandatory review for
declassification.

2400.34 Downgrading authority.

Subpart E—Safeguarding

2400.41 General restrictions on access.

2400.42 Responsibility for safeguarding
classified information.

2400.43 Reproduction controls.

2400.44 Administrative sanctions.

Subpart F—Implementation and Review

2400.51 Information Security Oversight
Committee,

2400.52 Classification Review Committee.
Authority: E.O. 12065, National Security
Regulation of June 28, 1978 (43 FR 28949, July

31, 1978); Information Security Oversight
Office Directive No, 1 (43 FR 48280, October
5. 1978).

Subpart A—introduction

§ 2400.1 References.

(a) Executive Order 12065, “National
Security Information,” June 28, 1978,
(hereinafter E.O. 12085).

(b) Information Security Oversight
Office, Directive No. 1, “National
Security Information," October 2, 1978,
(hereinafter ISOO Directive No. 1).

§ 2400.2 Purpose,

The purpose of this Regulation is to
ensure, congistent with the authorities
listed in § 2400.1, that national security
information originated and/or held by

the Office for Micronesian Status
Negotiations (OMSN), which includes
the Status Liaison Office, Saipan,
Northern Mariana Islands (SLNO), is
protected. To ensure that such
information is protected, but only to the
extent and for such period as is
necessary, this regulation identifies the
information to be protected and
prescribes certain classification,
declassification and safeguarding
procedures to be followed.

§2400.3 Applicability.

This Regulation supplements E.O.
12065 within OMSN with regard to
National Security Information. In
consonance with the authorities listed in
§ 2400.1, it establishes general policies
and certain procedures for the
classification, declassification and
safeguarding of information which is
owned by, is produced for or by, or is
under the control of OMSN,

Subpart B—Original Classification

§2400.11 Basic Policy.

(a) General. It is the policy of OMSN
to make available to the public as much
information concerning its activities as
is possible, consistent with its
responsibility to protect the national
security.

(b) Safeguarding national security
information. Within the Federal
Government there is some information
which because it bears directly on the
effectiveness of our national defense
and the conduct of our foreign relations,
must be subject to some constraints for
the security of our nation.

(¢) Balancing test. To balance the
public's interest in access to government
information with the need to protect
certain national security information
from disclosure, these regulations
indentify the information to be
protected, prescribe classification,
downgrading, declassification, and
safeguarding procedures to be followed,
and establish education, monitoring and
sanctioning systems to insure their
effectiveness. When questions arise as
whether the need to protect information
may be outweighed by the public
interest in disclosure of the information,
they shall be referred to OMSN pursuant
to § 2400.32(b) for a determination
whether the public interest in disclosure
outweighs the damage to national
security that might reasonably be
expected from disclosure.

§ 2400.12 Criteria for and level of original
classification.

(a) General Policy. Documents or
other material are to be classified only
when protecting the national security

requires that the information they
contain be withheld from public
disclosure. Information may not be
classified to conceal violations of law,

" inefficiency, or administrative error, or

to prevent embarrassment to a person,
organization or agency, or to restrain
competition. No material may be
classified to limit dissemination, or to
prevent or delay public release, unless
its classification is consistent with E.O.
12085,

(b) Criteria. To be eligible for
classification, information must meet
two requirements:

(1) First, it must deal with one of the

. criteria set forth in Section 1-301 of E.O.

12065;

(2) Second, the President's Personal
Representative for Micronesian Status
Negotiations or his delegate who has
original classification authority must
determine that unauthorized disclosure
of the information or material can
reasonably be expected to cause at least
identifiable harm to the national
security.

(c) Classification designations. Only
three designations of classification are
authorized—"Top Secret,”" “Secret,”
“Confidential.” No other classification
designation is authorized or shall have
force.

(d) Unnecessary classification, and
classification at a level higher than is
necessary, shall be avoided. If there is
reasonable doubt as to which
designation in section 1-1 of E.O. 12065
is appropriate; or whether information
should be classified at all, the less
restrictive designation should be used,
or the information should not be
classified.

§ 2400.13 Duration of original
classification.

(a) Information or material which is
classified after December 1, 1978, shall
be marked at the time of classification
with the date or event for :
declassification or a date for review for
declassification. This date or event shall
be as early as national security permits
and shall be no more than six years
after original classification except as
provided in paragraph (b) of this section.

(b) Only the President's Personal
Representative for Micronesian Status
Negotiations may authorize a
classification period exceeding six
years. Originally classified information
that is so designated shall be identified
with the authority and reason for
extension. This authority shall be used
sparingly, In those cases where
extension of classification is warranted,
a declassification date or event, or a
date for review shall be set. This date or
event shall be early as national security

-
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permits and shall be no more than
twenty years after original classification
except that for foreign information the
date or event may be up to thirty years
after original classification.

§ 2400.14 Challenges to ciassification.

If holders of classified information
believe the information is improperly or
unnecessarily classified, or that original
classification has been extended for too
long a period, they should discuss the
matter with their immediate superiors or
the classifier of the information. If these
discussions do not satisfy the concerns
of the challenger, the matter should be
brough to the attention of the chairman
of the OMSN Information Security
Oversight Commitiee, established
pursuant to § 2400.51. Action on such
challenges shall be taken within 30 days
from date of receipt and the challenger
shall be notified of the results. When
requested, anonymity of the challenger
shall be preserved.

Subpart C—Derivative Classification

§2400.21 Definition and application.

Derivative classification is the act of
assigning a level of classification to
information which is determined to be
the same in substance as information
which is currently classified. Thus,
derivative classification may be
accomplished by any person cleared for
access to that level of information,
regardless of whether the person has
original classification authority at that
level,

§ 2400.22 Cilassification guides.

OMSN shall issue classification
guides pursuant to Section 2-2 of E.O.
12065. These guides, which shall be used
to direct derivative classification, shall
identify the information to be protected
in specific and uniform terms so that the
information involved can be readily
identified. The classification guides
shall be approved in writing by the
President’s Personal Representative for
Micronesian Status Negotiations. Such
approval constitutes an original
classification decision. The
classification guides shall be kept
current and shall be reviewed at least
every two years.

Subpart D—Declassification and
Downgrading

§2400.31 Declassification authority.
The Director, OMSN, is authorized to
declassify OMSN originated documents

after consultation with the appropriate
OMSN staff members.

§ 2400.32 Declassification general.

Declassification of classified
information shall be given emphasis
comparable to that accorded to
classification. The determination to
declassify information shall not be made
on the basis of the level of classification
assigned, but on the loss of the
sensitivity of the information with the
passage of time, and with due regard for
the public interest in access to official
information. At the time of review, any
determination not to declassify shall be
based on a determination that despite
the passage of time since classification,
release of information reasonably could
still be expected to cause at least
identifiable damage to the national
security.

§ 2400.33 Mandatory review for
declassification.

(a) General. All information classified
under the Order or prior orders, except
as provided for in Section 3-503 of E.O.
12065 shall be subject to review for
declassification upon request of a
member of the public, a government
employee, or an agency.

(b) Receipt. (1) Requests for
mandatory review for declassification
under Section 3-501 of E.O. 12065 must
be in writing and should be addressed
to: Office for Micronesian Status
Negotiations, ATTN: Security Officer
(Mandatory Review Request), Room
3356, Department of the Interior,
Washington, D.C. 20240.

{2) The requestor shall be informed of
the date of receipt of the request at
OMSN. This date will be the basis for
the time limits specified in paragraph (c)
of this section.

(3) If the request does not reasonably
describe the information sought, the
requestor shall be notified that, unless
additional information is provided or the
request is made more specific, no further
action will be taken.

(4) Subject to paragraph (b)(7) of this
section, if the information requested is
in the custody of and under the
exclusive declassification authority of
OMSN, OMSN shall determine whether
the information or any reasonably
segregable portion of it no longer
requires protection. If so, OMSN shall
promptly make such information
available to the requester, unless
withholding it is otherwise warranted
under applicable law. If the information
may not be released, in whole or in part,
OMSN shall give the requester a brief
statement of the reasons, a notice of the
right to appeal the determination to the
agency review committee, and notice
that such an appeal must be filed with
the review committee within 60 days.

(5) When OMSN receives a request
for information in a document which is
in its custody, but which wasg classified
by another agency, it shall refer the
request to the appropriate agency for
review, together with a copy of the
document containing the information
requested, where practicable. OMSN
shall also notify the requester of the
referral, unless the association of the
reviewing agency with the information
requires protection. The reviewing
agency shall reviewra document in
coordination with any other agency
involved with the classification or
having a direct interest in the subject
matter. The reviewing agency shall
respond directly to the requester in
accordance with the pertinent
procedures described above and, if
requested, shall notify OMSN of its
determination.

(6) Requests for declassification of
classified documents originated by
OMSN or another agency but in the
possession and control of the
Administrator of General Services,
pursuant to 44 U.S.C 2107 or 2107 Note,
shall be referred by the Archivist to the
agency of origin for processing and for
direct response to the requests. The
Archivist will inform requesters of such
referrals.

(7) In the case of requests for
documents containing foreign
government information, OMSN, if it is
also the agency which initially received
the foreign government information,
shall determine whether the foreign
government information in the document
may be declassified and released in
accordance with agency policies or
guidelines, consulting with other
agencies of subject matter interest as
necessary. If OMSN is not the agency
which received the foreign government
information, it shall refer the request to
the latter agency, which shall take
action on the request. In those cases
where available agency policies or
guidelines do not apply, consultation
with the foreign originator through
appropriate channels may be advisable
prior to final action on the request.

(8) If any agency makes a request on
behalf of a member of the public, the
request shall be considered as a request
by that member of the public and
handled accordingly.

(c) Review. (1) Within sixty days from
its receipt, OMSN shall inform the
requestor of the determination of the
mandatory review for declassification.

(2) If the determination is to withhold
some or all of the material requested,
the requestor may appeal the
determination. The requestor shall be
informed that an appeal must be made
in writing within sixty days of receipt of
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the denial and should be addressed to
the chairperson of the OMSN
Classification Review Committee
established pursuant to § 2400.52.

{3) No agency in possession of a
classified document may, in response to
a request for the document made under
the Freedom of Information Act (5 U.S.C.
552) or under Section 3-5 of E.O. 12065,
refuse to confirm the existence or non-
existence of the document, unless the
fact of its existence or non-existence
would itself be classiffable.

(4) The requestor shall be informed of
the appellate determination within thirty
days of receipt of the appeal.

(5) In considering requests for
mandatory review, OMSN may decline
to review again any request for material
which has been recently reviewed and
denied, except insofar as the request
constitutes an appeal under paragraph
{f) of this section.

(d) Processing of Requests. The
processing of requests by OMSN shall
be as follows: g :

(1) The Security Officer or his
designee shall record the request, and
arrange for search and review of the
documents. The documents will be
reviewed for declassification in
accordance with these regulations or
any applicable guidelines. If the
documents remain classified and are not
to be released, in whole or in part, the
reviewing office will also prepare a
letter informing the requester as
described in paragraph (b)(4) of this
section. The letter to the requester shall
be signed by the President's Personal
Representative for Micronesian Status
Negotiations, his Deputy or the Status
Liaison Officer. The Security Officer or
his designee shall record disposition of
the case and forward the letter of denial
to the requester.

(2) If any request requires obtaining
the views of other agencies, the
receiving office shall arrange
coordination of review with such other
agencies.

(3) When all documents involved in
the request are declassified and
released, the receiving office will send a
release statement, to the requester, and
shall inform the requester of any fees
due before releasing documents.

(4) In the case of documents of agency
origin requested by a Presidential
Library on behalf of a member of the
public, if there is a partial denial, the
letter will advise the requester as
described in paragraph (b)(4) of this
section, but the requester will be
referred to the Archivist for copies of
the released document, with portions
excised. The receiving office will
transmit such documents, with portions
marked to be excised, to Archives which

will transmit them with portions excised
to the Presidential Library for its records
and for use in the case of further similar
requests.

(5) The Security Officer or his
designee shall also coordinate requests
from other agencies seeking the views of
OMSN as to declassification of
documents originated by such other
agencies but involving information of
primary subject matter interest to
OMSN. The Security Officer or his
designee will transmit the documents to
the reviewing individual for a
determination as to declassification and
will coordinate the reply of OMSN to
the requesting agency.

(e) Appeals. (1) The President's
Personal Representative for Micronesian
Status Negotiations shall receive
appeals for denial of documents by
OMSN. Such appeals shall be addressed
to President’s Personal Representative
for Micronesian Status Negotiations,
Suite 3356, Interior Department Building,
Washington, D.C. 20240. The appeal
must be received in OMSN within 60
days of the date of the original denial
letter or the final release of documents,
whichever is later.

(2) Appeals shall be decided within 30
days of their receipt.

(f) Fees. (1) Fees for the location and
reproduction of information which is the
subject of a mandatory review request
shall be assessed according to the
following schedule:

(i) Search for records: $5.00 per hour
when the search is conducted by a
clerical employee; $8.00 per hour when
the search is conducted by a
professional employee. No fee shall be
assessed for searches of less than one
hour.

(ii) Reproduction of documents:
Documents will be reproduced at a rate
of $.25 per page for all copying of four
pages or more. No fee shall be assessed
for reproducing documents which are
three pages or less, or for the first three
pages of longer documents.

(2) Where it is anticipated that the
fees chargeable under this section will
amount to more than $25.00, and the
requestor has not indicated in advance a
willingness to pay fees as high as are
anticipated, the requestor shall be
promptly notified of the amount of the
anticipated fee or such portion thereof
as can readily be estimated. In instances
where the estimated fees will greatly
exceed $25.00, an advance deposit may
be required. Dispatch of such a notice or
request shall suspend the running of the
period for response by OMSN until a
reply is received from the requestor,

{3) Remittance shall be in the form
either of a personal check or bank draft
on a bank in the United States, or a

postal money order. Remittance shall be
made payable to Treasurer of the United
States and mailed to the address noted
in paragraph (b)(1) of this section.

(4) A receipt for fees paid will be
provided only upon request. Refund of
fees for services actually rendered will
not be made.

(5) OMSN may waive all or part of
any fee provided for in this section
when it is deemed to be in either the
interest of OMSN or of the general
public.

§ 2400.34 Downgrading authority.

The Secrutiy Officer, OMSN is
authorized to downgrade OMSN
originated documents after consultation
with the staff member who is charged
with functional responsibility for the
subject matter under question.

Subpart E—Safeguarding

§ 2400.41 General restrictions on access,

(a) Determination of need-to-know.
Classified information shall be made
available to a person only when the
possessor of the classified information
establishes in each instance, except as
provided in Section 4-3 of E.O. 12065,
that access is essential to the
accomplishment of official Government
duties or contractual obligations.

(b) Determination of Trustworthiness.
A person is eligible for access to
classified information only after a
showing of trustworthiness as
determined by the President’s Personal
Representative for Micronesian Status
Negotiations based upon appropriate
investigations in accordance with
applicable standards and criteria,

§ 2400.42 Responsibility for safeguarding
classified information.

(a) General Policy. The specific
responsibility for the maintenance of the
security of classified information rest
with each person having knowledge or
physical custody therof, no matter how
obtained. The ultimate responsibility for
safeguarding classified information rests
on each supervisor to the same degree
that supervisor is charged with
functional responsibility. _

(b) Security and Top Secret Control
Officers. The Director, OMSN, and the
Status Liaison Officer, Saipan, are
assigned specific security
responsibilities as Security Officer and
Top Secret Control Officer.

(c) Handling. All documents bearing
the terms "“Top Secret,” “Secret” and
“Confidential” shall be delivered to the
Top Secret Control Officer or his
designee immediately upon receipt. All
potential recipients of such documents
shall be advised of the names of such
designees and updated information as
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necessary. In the event that the Top
Secret Control Officer or his designees
are not available to receive such
documents, they shall be turned over to
the office supervisor and secured,
unopened, in a designated combination
safe located in OMSN or SLNO, as
appropriate until the Top Secret Control
Officer ig available. All materials not
immediately deliverable to the Top
Secret Control Officer shall be delivered
at the earliest opportunity. Under no
circumstances shall classified material
that cannot be delivered to the Top
Secret Control Officer be stored other
than in the designated safe,

(d) Storage. All classified documents
shall be stored in the designated
combination safe or safes located in
OMSN or SLNO as appropriate. The
combination ghall be changed as
required by ISOO Directive No. 1,
Section IV F (5) (a). The combinations
shall be known only to the Security
Officer and his designees with the
appropriate security clearance.

(e) Security Education Program. The
Security Officer shall establish a
program of briefings to familiarize
personnel with the provisions of E.O.
12065 and implementing directives. Such
briefings shall be held once per year, or
more frequently. Before any new or
newly assigned employee enters on
duty, he shall be given instruction in
sufficient detail in security procedures
and practices to inform him of his
responsibilities arising from his access
to classified data.

(f) Access by Historical Researchers
and Former Presidential Appointees. In
keeping with provisions 4-301 and 4-302
of E.O. 12065, the President’s Personal
Representative for Micronesian Status
Negotiations shall designate appropriate
officials to determine, prior to granting
access to classified information, the
propriety of such action in the interest of
national security and assurance of the
recipient’s trustworthiness and need-to-
know.

§2400.43 Reproduction controls.

OMSN and SLNO shall maintain
records to show the number and
distribution of all OMSN originated
classified documents. Reproduction of
classified material shall take place only
in accordance with Section 44 of E.O.
12065 and any limitations imposed by
the originator. Should copies be made,
they are subject to the same controls as
the original document. Records showing
the number of distribution of copies
shall be maintained by the Office
Supervisor and the log stored with the
original documents. These measures
shall not restrict reproduction for the
purposes of mandatory review.

§ 2400.44 Administrative sanctions.

Officers and employees of the United
States Government assigned to OMSN
shall be subject to appropriate
administrative sanctions if they
knowingly and willingly commit a
violation under Section 5-5 of E.O.
12065. These sanctions may include
reprimand, suspension without pay,
removal, termination of classification
authority, or other sanction in
accordance with applicable law or the
applicable regulations of the agency
from which they are assigned to OMSN.

Subpart F—Implementation and
Review

§ 2400.51 Information Security Oversight
Committee.

The OMSN Information Security
Oversight Committee shall be chaired
by the Security Officer, OMSN. The
Committee shall be responsible for
acting on all suggestions and complaints
concerning the administration of the
OMSN information security program.
The chairperson shall also be
responsible for conducting an active
oversight program to ensure effective
implementation of E.O. 12065.

§ 2400.52 Classified Review Committee.

The OMSN Classification Review
Committee shall be chaired by the
President's Personal Representative for
Micronesian Status Negotiations. The
Committee shall decide appeals from
denials of declassification requests
submitted pursuant to Section 3-5 of
E.O. 12065. The Committee shall consist
of the President's Personal
Representative, Department of Defense/
Legal Advisor and Political/Economic
Advisor,
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OFFICE OF SCIENCE AND
TECHNOLOGY POLICY

32 CFR Part 2400

Regulations To Implement E.O.
12065—O0ffice of Science and
Technology Information Security
Program

AGENCY: Office of Science and
Technology Policy.
ACTION: Final rule.

summaRy: This Office of Science and
Technology Policy regulation is issued to
govern the OSTP Information Security
Program. It is issued under the authority
of, and pursuant to, Executive Order
12065 and Information Security
Oversight Office Directive No. 1. It is

intended that this regulation will assist
the OSTP in classifying, downgrading,
declassifying, and safeguarding national
security information and will assist the

-public in obtaining information that may

be declassified.
EFFECTIVE DATE: Seplember 1, 1979,

FOR FURTHER INFORMATION CONTACT:
William ]. Montgomery, Executive
Officer, Office of Science and
Technology Policy, Executive Office of
the President, Washington, D.C. 20500,
(202-395-4692).

SUPPLEMENTARY INFORMATION: These
regulations have been submitted to the
Information Security Oversight Office in
accordance with section 5-401 of
Executive Order 12065. These
regulations involve national security
information and are exempt from the
procedures of 5 U.S.C. 553

William |. Montgomery,

Executive Officer.

32 CFR Chapter XXIV is amended by
adding a new Part 2400 reading as
follows:

PART 2400—REGULATIONS TO
IMPLEMENT E.O. 12065; OFFICE OF
SCIENCE AND TECHNOLOGY POLICY
INFORMATION SECURITY PROGRAM

Subpart A—General Provisions

Sec,
24001
2400.2

References.

Purpose.

2400.3 Applicability.

24004 Atomic Energy Material.

Subpart B—0Original Classification

2400.5 Basic Policy.
2400,6 Level of Original Classification.
2400.7 Original Classification Authority.
2400.8 Limitations on Delegation of
Classification Authority.
2400.9 Classification Requirements.
2400.10 Presumption of Damage.
2400.11 Classification Prohibitions.
2400,12 Duration of Classification.
240013 Effect of Open Publication.
2400.14 Challenges to Classification.

Subpart C—Derivative Classification

2400.15 Definition and Application.

240016 Classification Guides.

2400.17 Distribution of Classification
Guides.

Subpart D—Declassification and

Downgrading

2400.18 Policy.

240019 Declassification and Downgrading
Authority.

2400.20 Exceptional Cases.

2400.21 Declassification by the Director of
the Information Security Oversight
Office.

2400.22 Systematic Review for
Declassification,

2400.23 Systematic Review Guidelines and
Procedures.




